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TP7 - Cybersecurity - Internet access through the
SNi40

Operational objectives :

- Be able to configure Internet access from an SNi40 subnet

- Be able to define filtering rules to secure Internet access

- Be able to configure secure Internet access to an SNi40 subnet
Prerequisites :

- Be able to launch Vijeo Designer in simulation mode

- Understand the main principles of SNi40 configuration

- To have understood the principle of network separation on an SNi40
The problem :

- To set up secure Internet access from a subnet of the SNi40 and to a subnet of the

SNi40.

Note :

This tutorial will be based on a split network configuration of the SNi40. An example
configuration "SNi40 - Splitted Networks.na" is provided, the SNi40 can be accessed from
port 3 dedicated to the administration network with the IP configuration 172.16.112.200/24
and the SNi40 gateway 172.16.112.254. Port 2 is dedicated to the industrial network
172.16.12.0/24 and port 1 must be connected to an Internet access. The correct functioning
of the Internet access can be checked by updating the SNi40 via the Internet.

In addition, the part of the tutorial related to setting up a VPN tunnel to access the
administrator's network from the Internet requires a compatible Internet router with VPN
capabilities. If this is the case, it is quite possible that the VPN connections cannot pass
through the NAT of the Internet router.
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Resources :
e Manufacturer documentation
- Schneider Electric
> website
> protocol-modbus.pdf
- Stormshield :
> SNS - User and Configuration Manual
e Specific documentation
- Architectures Maquette Cybersec_anglais.pptx
e Applications made available for the realization of this TP :
- M580 application (Control Expert): md1ae58ecyb.stu
- HMI application (Vijeo Designer): MD1AESSECYB
- Default SNi40 Firewall configuration file (SN140-TP2-0.na)
e Software provided, to be installed on the work PC (console) for the realization
of this TP:
- Control Expert (Schneider Electric) : Programming of Schneider Electric
M340, M580, ...
- Vijeo Designer V6.2 SP8 : Design of Magelis HMI applications
(execution including in Simulation mode on the Workstation)
- Web Gate Client (Schneider Electric): complement to Vijeo Designer [option]
(remote client of the Magelis HMI, running in an Internet Browser)
- Internet Explorer : Microsoft Internet Browser
- Angry IP Scanner (angryip.org): check for accessible IP addresses in a given
range [option]
- Wireshark (Wireshark Foundation): observation of Ethernet frame details

G
|

Evaluation criteria :

Be able to configure Internet access from an SNi40 subnet

Be able to define filtering rules to secure Internet access

Be able to configure an Internet access to an SNi40 subnet

Autonomy - Quality of work/restitution

Time spent: | 30 m |Objective(s): Observation(s) :
Evaluation : /20 SR)eached( Not reached
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TP7 - Internet access through SNI40

1. You wish to give Internet access to the equipment on the administrator network
through the Internet connection available on the firewall. Set the security policy to
"pass all" and configure a NAT rule to allow Internet access from the administrator
network. Check that Internet access from the administrator network is in place.

2. Configure access restrictions to allow Internet access from the administrator network
only to the main services generally used: Web, Mail etc.

Details of expected operations
1. Setting up Internet access for the administrator network

In the Configuration > Security Policy > Filtering and NAT tab, start by enabling
the security policy named "Custom Filter" if it is not already enabled:

5] SECURITY POLICY / FILTER - NAT
#3(5) Custon Filter(active poliey) ~ | Edit = | "3 Export | @

FILTERING  NAT

searching | +Newmle v X Delete |+ & | & W | o [ oy 9 s | B Seachinlogs B3 Searoh inmonitoring

Status = Action

Dest. port Protacs Sesuriy mspection > Comments
= Remote Management: Goto System -> Config #tup the web administration application access [contains
§ firewall_snv
1 @ e © pass o Nerwork_admin ¥ hitps ® Admin from seerywhere
¥ modnus
2 oo @on © pass oS Natwork_admin B Any iemp (Esho requas [ Allew Ping from sverywhera
5 Default policy (comtains 1 rules, from 3 10.3)
a @an "® Bbosk B Ay Any - = Blosk all

The same logo to the left of the "Activate this policy" button should then appear to the
left of the security policy name in the drop-down menu.

Also change the default rule to a "pass all" rule as follows:

<] SECURITY POLICY / FILTER - NAT
#%(5) Custom Filter(active policy) ~ | Edit = | 3 Eqort | @

FILTERING  NAT

Searching. | # Newnles X Delete | ® 4 | & W7 | @00t [@Oopy ) Faste | B Seachinlogs B3 Search inmonioring =-
Status =v Action Dest. port Protocol Seeurity inspection =v Comments

= Remate Management: Go ta System -» Config e1up the web adminiatration applicatior
¥ firewsl_sre

1 @m @ © pass off Netwark_sdmin ¥ hrps = admin from everywhers
¥ modbus

2 @m @ © pass off Netwark_sdmin B Any iomp (Eoho reques [ER Allow Ping from everywhers

= Default policy fcontains 1 rules, from 3o 3)

o
3 @ on © B pass Any [- B Any = Pass all

Save and activate the security policy when requested.

Still in the same tab, go to the page called "NAT", and create a new simple rule:
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-)]') SECURITY POLICY / FILTER - NAT
#%(5) Block all + verbose - | Edit- | "} Export |

FILTERING NAT

Searching... | + Newrle~ X Daleta | *+ 4 | & 2 | #om [Boopy B Paste | B Searchinlogs B2 Searchin menitoring
= simple rule Traffic aftar translation
Status — Frotocal Dptions Comments
Cynamic rule with pent address translation (Cynamic FAT) t Cestination = Dest. port

Separatar - rule grouping

Static NAT rule (kimap)

Double click on the rule that appears to modify it, in General set the status to On and
modify the comment if desired:

EDITING RULE NG 1

Ganeral STATUS - COMMENT - NAME
Criginal scurce
Original destination General
Translated scurce
Status: &0 o
Translated destination
Brotoool Comments: Internet access
Opticns

* Advanced properties

X CANCEL v 0K

In Original Source, change "Any" to "Network_admin" and select "admin" as the
input interface:
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EQITIMG RULE WO 1

General SOURCE BEFORE TRANSLATION [ORIGINAL)
Original source
Original destination GEMERAL ADVANCED PROFPERTIES
Translated source
General
Translated destinaticn
Frotocol
User: & ~ )~ Searching.. -
Opticns
Souroe hosts: + Add » Delate (=R
rNetwcrk_admin
Ineoming interface: admin |'|

X CANGEL v OK

In Original Destination choose "Internet" and in the advanced configuration the "out"
interface:
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EDITING RULE NG 1

General DESTIMATION BEFORE TRANSLATION (ORIGIMAL)
Original source

ADVANCED PROFERTIES

Criginal destinaticn /

Translated source
General
Translated destinaticn
Frotonol -
Destination hosts: + Add » Daleta
Options -
Internet
Destination port: + Add X Dalets =
Any
X CAMGEL w 0K
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EDITING RULE NG 1

General

Original scurce
Original destinaticn
Translated scurce
Translated destinaticn
Frotoco!

Options
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DESTINATION BEFORE TRANSLATION [ORIGINAL)

GENERAL ADYANCED PRCPERTIES

Advanced properties

Outgoing interface; out | v|

[0 ARP publication on external destination (public)

X CAMNCEL v OK

In Translate Source set the source to "Firewall_out" and the source port to
"ephemeral_fw":
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EDITING RULE NG 1

General

Criginal source
original destinaticn
Translated scurce
Translated destinaticn
Frotocol

Options
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SOURCE AFTER TRANSLATION

GEMERAL ADVANCED PROFPERTIES

General

Translated source host: Firewall_out A

Translated source part: & ~ ephemeral_fu -

[0 select a randorm translated souree port

» CANGEL v OK

Leave the other tabs as they are, then save and activate the new policy:

S} SECURITY POLICY / FILTER - NAT
#3(5) Custarn Filter - | Edit~

FILTERING  NAT

+ Newrila - X Delets E

“Legen | @

» o 2 ooy &, Semrohinlogs BB Sasreh in manitoring

1}
‘

Traffic after wranslation

= Original taffic (before translation)
status Prorocol Options Comments
Source  Destination  Dest. part Seurce | Sre. port Destination | Dest. port
of Net @ memer .
1 @on e - P = [ Fic ¥ ephemeralfu B3 Any Internet acsess
ACTIVATION
This is the curtent policy.
In order to apply these changes mmediately; you must reactivate the policy.
Activate the new policy Custom Fifter now?
LATER YES, AGTIVATE THE POLIGY
Page 1 of1 = Displaying 1-10f 1
CHECKING THE POLICY -
ficy 15 not up todate. ft s to
X CANCEL + APFLY
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Then reconfigure your IPv4 settings to add DNS servers for domain name resolution
(here we'll use Google's):

Protocole Internet wersion 4 (TCPAPwd) Properties >
General

You can get IP settings assigned automatically if wour network supports
this capability, Otherwise, wou need ko ask yaur network, administrator
for the appropriate IP settings,

() Cbtain an IP address automatically
(®) Use the following IP address:

IF address: | 172, 16 . 212 . 201 |
Subriet mask: | 255.255 .255 . O |
Default gatewsay: | 172, 16 .212 . 254 |

Cbtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DRS server: | g .8 .8 .3 |

Alkernake DMS server: | g .8 .4 .4 |

[ ]validate settings upon exit ddvanced. .

Cancel

Then try to access a web page such as https://schneider-electric.com/ to check that
the Internet access is working.

2. Setting a filter for Internet access

Start by restoring the default rule of blocking all connections:

3> SECURITY POLICY / FILTER - NAT
BY(5) Custom Filter v | Eitv | "} Expont | @

FILTERING  NAT

Searching | 4 Hewrile~ X Delete | # & | &£ 2 | 20w [#0opy 9 Paste | B} Searchinlogs B Search in monitoring =~
n

Dest. port Protosal Security inspestion = Comments

=) Remate Management: Ge to System tup the wab ad ministration applit

¥ firewall_arv
1 @ @ © pass o Natwark_admin ¥ s = Admin from everywhere
¥ modsus
2 oo «on © pass o Network_admin Ay iomp (Esho reques [ Allow Ping from everywhers
= Default palicy (zontains 1 rules, from 310.3)
3 &@on "@ B block Any 2 Any Ay B Block sl

Create a new rule allowing the network administrator to access the web servers :


https://schneider-electric.com/

Azean Factori 4.0

FACTORI
4.0

Erasmus +

¢]¢ SECURITY POLICY/ FILTER - NAT

#Y.(5) Custom Filter v | Edit~ | "} Epont | @

FILTERING  NAT

Searching. | 4 Newrslew X Dalate | 4 | X | Ao [Feopy 9 Pase | B} Searchinlogs

Stetus = Action v Source Destination

=) Remete Management: Goto System -» Canfiguration to setup the web administration applisation access (sontains 2 fules, from 115.2)

Ingustrial_Network

S5 firewall_all
1 @ @ o © pass oS Natwork_admin Industrial_Network
Network industriel
86 firewall_all
7 @ © pass o2 Network_admin

:E Network_industriel

2 Imsmet Aceeas foontaina 1 rules, from 310:3)

T8 Newwark_admin

2 r
9 o ) = interface: admin B any
=1 Dafault policy (contains 1 rulas, from 4 to 4)

4 @ T® B bk B A By

B3 Search in monitoring

Dest. port

¥ nrips
§ modbus

B Any

" ¢ hep
¥ hups

B 0y

¢ firewall_snv

Pratocol Security inspection

iemp (Echo reques [

Across5outh East Asian Mations: From Automation and Control Training tothe Overall Rolloutof Industry 4.0
Erasmus+ Project, 808854-EPP-1-201%-1-FR-EPPKAZ-CBHE-IP

Comments

Admin from everywhere.

#llow Ping from evernwhere

Access 1o web servers

Black all

At this stage, it will still not be possible to access a website such as
https://schneider-electric.com/, to do this it is necessary to allow access to DNS

requests:

¥} SECURITY POLICY / FILTER - NAT

#3(5) Custorn Filter v | Edit~ | "} Expont | @

FILTERING  NAT

Searching. | + Newrile X Delete |+ & | & 2| o [@oopy ¥ Paste | B searchin logs
Status = Actian =

Saurce Destination

1 Remate Management: Go to Syatsm -» Confiquration to setup the web adminiatration apglication acosas {oontaina 2 rules, from 112 2)

88 firewall_all
1 @ @on © pass X off Network_admin Industrial_Network
Natwark_Industriel
2, frawallal
2 ™ o © pass off Network_admin

Natwark industriel
Incluzirial_Network
1 Intsmst Ascsas {oontaina 2 rles, from 3104

o2 Network_admin

3 «@on © pass LS B 2y
of2 Network_sdmin

4 Lt © = intarface: admin BE

I Default palicy (sontains 1 rules, from 5o 5)

5 o S B block B2 Any B Ay

B searah n monitoring

Dest. part

¥ nps

¥ firewall_sne
§ modbus

B 2ny

¥ ans

¥ o
§ nrips

2 Ay

Protacal Seeurity inspestion

iomp (Echo reques [

Now check the accessibility of https://schneider-electric.com/.

Add a rule to allow Internet traffic using standard email protocols:

->]> SECURITY POLICY / FILTER - NAT

#3(5) Custom Filter ~ | Eitv | "3 Epon | @

FITERING  NAT

Searching. | + Newnle - X Delete | # § | & 2| Bow [0opy ) Paste | B Searchinlogs
Stows = Action =

Source Gestination

2 Remete Management: Ga te-System - Gonfiguration to 3etup the web administration apelication acoess (oamaing 2 rules, from 110:2)

85 firawall_all
1 o L) © pass ol Netwark_admin Industrial_Netwark
Netwark_industriel
28 firewall_all
2 oo o © pass ol Netwark_admin

Netwark_industrisl
Industrial_Netwark
=) Intemet Access foontains 3 rules, from 3 to 5

oS Natwork_admin

4o @ Q poss interfase: admin B any
i om wm o CNETEA By
oS Natwork_admin
B on © b interfase: aamin L)

3 Default policy [contains 1 rulas, from 610 6) [£Q)
3 @on © Btk Eany By

B3 Search in monitaring

Dast port

¥ frewall_srv
¥ s

¥ modbus
B 2y

¥ dans

¥ e

¥ nitps
§ =mip
¥ =mtps
¥ imap
¥ imaps
¥ popd

¥ Fords

B2 Any

Pratacal Saourity inapestion

i (Eoh reques [

Commens

Admin from evenwhere

Allows Ping from everywhere

Acoess 10 DNS senvers

Acosss 10 web servers

Block all

Gomments

Admin from everywhers

Allaw Ping from everywhere

Accass 1o NS servers

Ascass 1o web servers

Accass 1o mail servers

Blosk all

N.B.: It should be noted that all these protocols are not mandatory. To further improve
security, only the protocols that are actually used can be kept, depending on the mail
servers from which you wish to retrieve the mails.
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